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P—'—'— Trend of Security Inadents
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- Categories of Security Incide

20211%#—&35[*55"]

Malware DDoS 73 A T\ PR ENARFE N EE < 1%
CEN— g E o Defacement ZBILZET < 1%

V)
2% 59

Others
Hi

Botnet s B Phishing
e 48% ' PP

Source & : HKCERT



— | Types of Phishing Attacks in 221

2021V R N EEIE R

Others ELth

(E.g.,
Other industries related to
Crypto, Shipment Delivery
and Online Games
NEEE - SYEX -
AR i HRERI1TEE)

E-Commerce

BT EK

Online Banking

A L ER1T

Source & : HKCERT
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HKCERT’s Responses to Information Security Challen

HKCERT & & ARZHEERI

Preventive
Security Advice

B RZE

Beware of Flash Phishing Attacks
BIEKPh#EQSnatchEE T

m SN protect sensitive information in the use of

Ransomware Keep Evolving: Multiple  social media and beware of potential cyber
Extortion attacks arising from data leakages

Introducing the New “Fight Ransomware” n

Cyber Attack Alerts
and Reactions

1\\|_.| nA Q B qﬂ% $E &

R R RBRPNAEREERE

HKCERT Urges Users of Remote Access Tools g
and NAS Devices to Beware of Ransomware

Attacks

Apache “Logdj” Vulnerability ASAP

Patch Vulnerabilities in Remote Access and
Remote Storage Now

HKCERT Urges Microsoft Windows Users to
be Vigilant Against Malicious Exploit of
Critical Vulnerability

SSep 2021 | 01 Viaws
M Undated an 15-Sentembar.3021- i el nath tn fis thiz

HKCERT Urges Local IT Users to Patch

10N

Emerging
Information Security
Risks Reminders

%,*ﬂﬁﬁﬂﬁ

OWASP Top 10-2021 is Now Released

+2021 | 6562 Vie

Business as Usual under COVID-19 with
Sound “Work from Home” Cyber Security

Secure Use of QR Code '
B

Introduction of QR code attacks and
countermeasures
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5 Key Information Security Risks in 2
2022F h K& 7% [ b

Security Risks of Cryptocurrency m
% & B9 R % b
Security Risks of Metaverse

2 TTFENREZEME m

Security Risks Brought by Emerging Technologies
T H A1 T SR Y R 22 [BL B

4 Supply Chain Attacks
HEfEn e

Targeted and Organised Cyber Attacks
At HE R B EENRS I E

( In no particular order BE R AR D F51E )
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Security Risks of Cryptocurrency
N2 & B AR %2 E b

Cryptocurrency /123 & ¥
Security Risks of Cryptocurrency Wallet /122 & ¥ % S1AY (R % [&

“Hot wallet” " #nEE 61 |

» Requires an internet connection 55 3E 4 1
* Vulnerable to cyber attacks or data breach 2= 4848 E o EIE B E

“Cold wallet” "2l
« Does NOT require an internet connection A F5iE EF 4 1%

* At risk of physical loss or damage, storage device malfunction BB ELHIEIT - FRREWES A



Security Risks of Metaverse
TG F B YR 22 [ o

Metaverse JG=F B

Security Risks of Non-Fungible Token (NFT) JE[E & {E X B A4 (R 22 2 P&
. Hackers will compromise user’s NFT accounts or sensitive information

B RAERAENNFTIRP = 8 E R

. Hackers will imitate the promotions of NFT platforms and distribute fake NFT assets for free

DESEENTTANERTE - IR BSBRNIENTEE

Fake Identity and Data Security Problems [E R B {3 & Sl (R Z 8
*  Online data breach risks

AR _C BB 58 = B

* Identity theft in Metaverse: “Avatar” being hacked
TTFEPHNERER . "ERES L WA




Security Risks Brought by Emerging Technologies

Emerging Technologies

T A

5G Technology (5G)
FhITENER il

Internet of Things (loT)
%Hyl‘l r,l

Artificial Intelligence (Al)
Frauds

AT EREHREE

Operational Technology (OT)
E SR

Widely Use of QR Code
_HEBNEZER

Related Security Risks
THEA R & [ b

T L FS) 1% T SRV R &2

Protocol Security Loopholes 7% R 2 i ia

Weak Password 221558 B K

98% Unencrypted loT Traffic 4Bt 48 3@ R M2

DeepFake Identity Theft ;X E(BEN B X7
* DeepFake celebrity and politician footages

AREBRENBAMBERE

Al Voice Cloning A T EHEeBEEH A

Attacks on Industrial Control Systems (ICS)
#+¥3 T E1EH 247 (1cS) BYINEE

Phishing Website Spread by Using QR Code
2 NSRBIV R AR DS

7z [ pas

Related Development

MHEASER

Industry Standard Practice on 5G
5GITRIREB RS

Regulations and Industry Standard Practice on loT

B ERE R R TR IR E TS S

Tools for Fake Face Detection

wABREEANTAR

Regulations and Industry Standard Practice on Al

AL ERERRITHRIREERSSI

Future Emergence of OT Security Standard

OTR EIREMRREF IR

Security Guideline on Using QR Code
{5 A _ SR ZE1E5|
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Supply Chain Attacks
HEEE I EE

e Bypass enterprises’ defence system
B ERNRERG

e Leverage on enterprises’ trust on their partners to evade security defence
MNAEEHSESHENEERERRZHE

e Use legitimate mechanism to distribute trojanised software components “downstream

SRR R ARBICIERGEGFEHE " Tif.

1

LOGYJ

Apache “Log4j” Vulnerability @i (Dec 2021)

HKCERT’s Responses and Actions to Apache “Log4j” Vulnerability:
HKCERTET ¥ Apache “Log4j” SR E RV [Cl FE K 1T &) :

* Released timely security bulletin 2 Remind the public to take prompt prevention action

SmAIFFREZEAS > REARIFL AGHE

https://www.hkcert.org/security-bulletin/apache-log4j-denial-of-service-vulnerability 20211220

* Released press release and updated blog post = Increase public awareness

ST ER A EMAER > BT AREE

https://www.hkcert.org/blog/hkcert-urges-local-it-users-to-patch-apache-log4j-vulnerability-asap
https://www.hkcert.org/press-centre/hkcert-urges-local-it-users-to-patch-apache-log4j-vulnerability-asap



https://www.hkcert.org/security-bulletin/apache-log4j-denial-of-service-vulnerability_20211220
https://www.hkcert.org/blog/hkcert-urges-local-it-users-to-patch-apache-log4j-vulnerability-asap
https://www.hkcert.org/press-centre/hkcert-urges-local-it-users-to-patch-apache-log4j-vulnerability-asap

Targeted and Organised Cyber Attacks
FHEH G R EHERASIE

Cyber Attacks 4348 I 28
Multiple Extortion Ransomware % B 8 Z#i {4
Example 3l :
1t Distributed Denial of Service (DDoS) 73 B T\, FH & Az 75 I B2

« 2nd: Contact victims’ customers and partners B EZNE RN S /ERBH

e 31d: Short sell victims’ stock @ xS EZZ N KE

Phishing Attacks Targeting Specific Sectors B ZE{E Bl 1T 2RV £9 B I 22
* Top 2 affected sectors by phishing attacks: E-Commerce and Online Banking

MARHRNETE . EFEHE - LR




HKCERT’s Future Initiatives
HKCERT K2k /5 o]

Formulate and Promote Information Security Related Incident Prevention
and Response Guidelines

HERIEEEMIFRLZHENS N R EIESR

Formulate and Promote Emerging Technologies (e.g., Cloud Technologies)
Related Best Practice and Guidelines

il B KRR i ( BIANER ) HEANRESEMERE

Organise More SME-targeted Seminars to Raise Information Security
Awareness and Capability Against Attacks

BENESHEPNENAEEUIRSENFREEENELHRET
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Information Security Advice (Corporate Leve

=)
=)
=)

ENRRES (C2ET)

Formulate Strategies & Develop Relevant Security Measures to Tackle New Security

il € R M A AR &2 fa e LA B e Y R 22 i P

Cryptocurrency, Metaverse and Emerging Technologies
MEZEE - TTFEMMERK

Monitor Third-Party Security Risks to Tackle Supply Chain Attacks and Improve Security

Defence Mechanism

EEFE=—HiRTREEEHHERINE R ISR
Vendors and software applications (e.g., Log4j)

IR & FE FIEREE (e.g., Logd))

Conduct Regular Security Health Check on Network and System
EHIIEITHRB R R RREEE

Monitor IT assets connected to internet continuously

mEEERNE RN EMPEREE




Information Security Advice (Individual Level

EiflirZiE =R (BEAEH)

Enable Multi-factor Authentication and Asset Transfer Whitelist to Protect Personal
Crypto Assets (e.g., NFT)
MAZESMMENREEEROREDURERANBEEZE ( BIUINFT)

Turn Off QR Code Scanner’s Automatic URL Redirection Function to Prevent QR Code Attac
BRI 4B 1 0 22 Y B R A E Th A LU Bh 88— 4B I B

Do not scan QR Codes from unknown sources

am 7)1 1 SRR A BB By — #E58

Pay Attention to the Spelling of Domain Names of Websites to Avoid Phishing Websi
x B AANG IR AV 3 3 &R E LAPh EE £ SR AR g

Check the authenticity of websites
ZERINEE




Service and Support by HKCERT
HKCERTAR 75 K 2 &

LN L 7

o’ I 1.
\ F P\ 1
Monitoring Education and Technical Advice Research and Insight
S HBE R iEE VS S T EEP)
Collect and Analyse Attack Patterns 24-hours Free Incident Report Hotline Offer Best Practice and Gui
W EE K T B T RE24/NGRESHERS/SKBEAR RHEREEEAE
Provide Early Information Security Organise Free Seminars and Briefings Provide Online Cybe
Alerts EieENNE MERE Asse

=R RHEMRZENR e ftar

Collaborate with Local Industry, Government
Agencies, and Global CERTs

= [ L =] [{(Z



Online Cyber Security Self-assessment Tool & Incident Response Guideline

S FERTETE & ENEIETEE

hg’t"fﬂ

78 HKCERT
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INCIDENT RESPONSE
GUIDELINE FOR SMES

https://www.hkcert.org/blog/introducing-check-your-cyber-security-readiness-online-self-assessment-tools



Service and Support by HKCER
HKCERTHR 75 K 32 1&
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Subscription to HKCERT Information Security Alert
7] BIHKCERTE Rl IR Z E i A 75

To stay vigilant against information security risks, please subscribe or follow:
SHENRZRERISTED - 5:] BB

1. Free Security Bulletin and Monthly Newsletter
REBREZALASKAR

2. Free SMS Alert
R EEEAEMENH

3. HKCERT'’s Social Media Platforms (e.g., Facebook, LinkedIn and YouTube)
HKCERTRY#L RZYRBEL G ( Bl#Facebook, Linkedin & YouTube )

flin| >

Take Action Now!

ﬁ El] 'fi- EE}J ! : SUBSCRIBE

.



https://www.hkcert.org/tc/form/subscribe/entry
https://www.linkedin.com/company/hkcert/
https://www.facebook.com/hkcert/
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA
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ng] {5 ;8F0 53 ¥ Detection & Analysis

» RIRHFTEIEIR

Sources of Precursors and Indicators

G . EWHH

Incident Analysis

« BHE

Incident Notification
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- EEBHIRE
Choosing a Containment Strategy

-« FRIRULET IR

Evidence Gathering and Handling

« WRERFNPR1E

Eradication & Recovery
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2] Post-Incident Actions
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Evidence Retention Using Collected Recommendations
Incident Data
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COVID-19

- BAIEZNRFAEMEM - BEZEMNEIEEE - HIESWIEEETE

Identify Critical Systems Prioritise and Manage Make an Incident
and Assets the Risk Response Plan
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Source 2RJ& : HKTVmall email notification to customer subjected “& FE&ERIZ 25| Information Security Event on Customer Data”
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INCIDENT RESPONSE

CUIDELINE FOR SMES

Preparation:

1. | What measures are in place to prevent this type of incident from occurring or to
limit its impact?

2. | Would the organisation consider this activity an incident? If so, which of the
organisation’s policies does this activity violate?

Detection & Analysis:

1. | What precursors of the incident, if any, may the organisation detect? Would any
precursors cause the organisation to act before the incident occurred?

2. | What indicators of the incident may the organisation detect? Which indicators
would cause someone to think that an incident may have occurred?

3. | What additional tools may be needed to detect this particular incident?

4. | How would the incident response team analyse and validate this incident? What
personnel would be involved in the analysis and validation process?

5. | To whom and which groups within the organisation should the incident be
reported?

6. | How would the team prioritise the handling of this incident?

Containment, Eradication and Recovery:

1. | What strategy should the organisation take to contain the incident? Why is this
strategy preferable to others?

2. | What could happen if the incident were not contained?

3. | What additional tools might be needed to respond to this particular incident?

4. | Which personnel would be involved in the containment, eradication, and/or
recovery processes?

Action Completed

Detection and Analysis

1 Determine whether an incident has occurred

1.1 | Analyse the precursors and indicators

1.2 Look for correlating information

1.3 Perform research (e.g. search engines, knowledge base)

1.4 As soon as the handler believes an incident has occurred, begin
documenting the investigation and gathering the evidence

2. Prioritise the handling of the incident based on the relevant factors
(functional impact, information impact, recoverability effort, etc.)

3. Report the incident to the appropriate internal personnel and
external organisations

Containment, Eradication, and Recovery

4. Acquire, preserve, secure, and document evidence

5. Contain the incident

6. Eradicate the incident

6.1 Identify and mitigate all vulnerabilities that were exploited

6.2 Remove malware, inappropriate materials, and other components
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https://www.bleepingcomputer.com/news/microsoft/phishing-uses-azure-static-web-pages-to-impersonate-microsoft/
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«  MFA OJPIRA1E 99.9% E — By Microsoft Manager Alex

Weinert

- HEB 45% ARPEEZRGHEERENEM — By Google
Survey

- B2/3RFPERZERFPERMEREZEN - By 2019 Google
Study
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« 1RPIENE — e.g. password
- {RFT#EE - e.g. one time password (OTP)
« RZ — e.g. biometric
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e EEEF A - Deepfake

This Open-Source Program Deepfakes You
During Zoom Meetings, in Real Time 'fhEi? ) 2EE T RERRATNE ) omBAERE T8

g4 A gt EDeepfake

WRNET- BENRHTAS, HRARAET BUANBATIRATRALBLE  £RRRaEL

ELR BRI IRE TS SN LSRR ETRRhads Kols - ARRERD ELAURRNEE - RENRSHANZEE

TRTom Tugendhat Z7 - 1 EHEZ—

Y
https://securityaffairs.co/wordpress/102495/hacking/covid-19rdp-

bruteforce-attacks.html
* https://www.techbang.com/posts/86684-deepfake-zoom-video-conference



https://securelist.com/it-threat-evolution-q2-2020/98230/
https://www.vice.com/en/article/g5xagy/this-open-source-program-deepfakes-you-during-zoom-meetings-in-real-timehttps:/securityaffairs.co/wordpress/102495/hacking/covid-19rdp-bruteforce-attacks.html
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Your Zoom videos could live on in the
cloud even after you delete them

A Zoom Bug Is Recording Mac Users
Outside of Calls: Here's the Fix

It sounds scary, but a simple update is all it takes for peace of mind.

/ s
. Té N ?/ 2’5 BY AYA MASANGO

PUBLISHED FEE 16, 2022
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A week ago, Phil Guimond discovered a vulnerability that allowed someone to search

® :i 1% Fﬁ EE for stored Zoom videos using share links that contain part of a URL, such as a

/ = L company or organization name. The videos could then be downloaded and viewed.
o B/ BB 5 |

’I:_r{/ E = protected. He discovered videos that were deleted remained available for several

hours before disappearin
https://www.cnet.com/news/your-zoom-videos-could-live-on-in-the-cloud-even-after-you-delete-uiciiy, i J:

https://www.makeuseof.com/zoom-bug-mac-fix-recording-users-outside-calls/
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e.g. video, audio, screen sharing, chat
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